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1.5

1.6

1. Preface

Purpose

Welcome to the User Guide for Oracle Banking Digital Experience. This guide explains the
operations that the user will follow while using the application.

Audience

This manual is intended for Customers and Partners who setup and use Oracle Banking Digital
Experience.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit, http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Critical Patches

Oracle advises customers to get all their security vulnerability information from the Oracle Critical
Patch Update Advisory, which is available at Critical Patches, Security Alerts and Bulletins. Al
critical patches should be applied in a timely manner to ensure effective security, as strongly
recommended by Oracle Software Security Assurance.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a diverse
workforce that increases thought leadership and innovation. As part of our initiative to build a more
inclusive culture that positively impacts our employees, customers, and partners, we are working
to remove insensitive terms from our products and documentation. We are also mindful of the
necessity to maintain compatibility with our customers' existing technologies and the need to
ensure continuity of service as Oracle's offerings and industry standards evolve. Because of these
technical constraints, our effort to remove insensitive terms is ongoing and will take time and
external cooperation.

Conventions

The following text conventions are used in this document:

Convention | Meaning

o ORACLE



http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
https://www.oracle.com/security-alerts/
https://www.oracle.com/corporate/security-practices/assurance/vulnerability/

1.7

1.8

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

Italic Italic type indicates book titles, emphasis, or placeholder variables for which you
supply particular values.

monospace | Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.

Screenshot Disclaimer

The images of

screens used in this user manual are for illustrative purpose only, to provide

improved understanding of the functionality; actual screens that appear in the application may vary
based on selected browser, theme, and mobile devices.

Acronym

s and Abbreviations

The list of the acronyms and abbreviations that you are likely to find in the manual are as follows:

Abbreviation

Description

OBDX

Oracle Banking Digital Experience

. ORACLE



2.Purpose

OBDX provides interface for Chatbot module, integrated with Oracle Digital Assistant (ODA) out of
the box. It provides end users a chat interface to interact with the bank. Transactions like balance
enquiry, fund transfers to payees, enquiring about banking products and details of ATM/Branches
can be achieved through chat. This document provides steps to setup OBDX chatbot module with

ODA. The prerequisites include:
ODA setup on the ODA console and required channel setup.

Respective channel setup (I0S, Android and Web) to connect to ODA is specified in the
respective Technical guide.
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OBDX <

Iobile
App

0OBDX

-\

Qracle Web

Oracle
105/ANndroid SDK

Prelogin Page

Chat Client
(Facebook)

Facebook Channel

Oracle Digital
Assistant
ODA

digx-common/chatbo

3. Topology

Stores session information (DIGX_CB_SESSION)
Stores JWT, secretkey, OBDX userid, first & last login details

DIGX
Database

OBDX App Server (REST)

fdigx-*

Sends JWT & secretkey cookie
o invoke transaction AP|s
1

Weblogic Server

fdigx-common/chatbot

ORACLE



4.Common Configurations

4.1 ODA Confiqurations

1. Login to ODA and import the OBDX bot shipped with OBDX installer. There is below folder
OBDX_Installer/installables/OBDX/BASE/<OBDX patchset version>/chatbot/config/oda-text/.
Zip the content inside this and Import the zip by clicking the “Import Bot” on ODA dashboard.

= O oigital Assistant - Version 25.06

D ® Hep v  sendmall-test-discard@oraclecom v

Skills Import Skifl

Q

Updated Descending

©
OBDXTrunkRUNIT 0BDX231 0BDX20.1Node)$ OBDX211DEMO
Version 1.0 Version 1.0 Version 1.0 Version 1.0
[a 1 214 OBDX20.1NodeJs 211
Pl Pl Platform V
2 2 2208 5
+ New sk
P t Upd. P Last Updated < Last Updated P
= 4/4/2 = 321 e e
F 1 of28 (1-40f 109 items) 1 ol

2. Click on the OBDX Bot and click on the components to add the custom components.

= O Digital Assistant -\ 23.06
< Skills « OBDX2317 ot
1
Components
]
Custom Webview
B
AY Services (1)
B
P
L} OBDXComponents ~
tal <> applyLoan
&
& <> calculatePLEMI
g <> callRepresentative
&

<> checkLogin

<> creditCardDueDetails

<> fetchAccounts

< fetchAccountsFarTxn

<> fetchCreditCardDetails

OBDXComponents

Service Enabled

Reload Delete

Metadata URL @
http://100.76.15755:7003digx-commen/chatbot /v1/companent

User Nax

3. Putthe OBDX URL here. The OBDX setup and the ODA setup must be accessible over

Internet.

4. Add username/password (in HTTP Basic authorization) of any user with Administrators role
which can be used to login in OBDX WebLogic server.

4-1
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5. To configure intent threshold for the skill, go to settings tab in a bot and click configurations to
configure threshold frequency (default 0.5) as shown below:

= O ovigital Assistant - Version 23.06

Skills « OBDX237  tak-10-ii81 & - v vandate  IX Findings @ T

Settings

General  Conflguration  Digital Assistant  Events  Q&A Routing Config

A% System Parameters

Confidence Threshold

05 v oA

Confidence Win Margin

o ~

Unexpected Error Prompt

stemConfiguration_errorUnexpectedErrorPrompt))

e an s e ot

uration_errorMaxStatesExceededPrompt))

quration_errorExpiredSessionPrompt])
OAuth Car
$eb{'sy

tion_oauthCancelPrompt)}

OAuth Sue

hitpsy/fidcsoda-d501204fbcdd496dac

15a590cce-10.data dig:

oc- test.com/botsul/(botid 4DA2101D-9498-45BE- AATE-02 EF0 3274BB4)/bot/settings/generaiw

6. Configure required entity in a resource bundles (one created/configured in OBDX). At a time
chatbot works with single entity. Go to Resource Bundles as shown below-

O Oigital Asststant - Version 23,06 D @ welp v  sendmolltest-dr

Skills + OBOX231 senetn mm 4 - v votdate X Fiodogs G Tain > preview

Resource Bundles &L

User-Defined  Intents  Q&A

2 R %

Keys (1) Q|5 DefaultHomeEntity

4 Add Language anguage or Text

o @

Language Message Annotation
[ 0| e ;
f default OBDX_BU V]
DefaultHomeEntity
1
a
(o)
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7. Configure OBDX managed server URL where OBDX rest Apis are hosted —

O Digital Assistant - Version 23.06

Skills « OBDXTrunkRUNIT

D

® e v

sendmail-test-discard@oracle.com v

%D Rw

& M B o W

Bot Tester

Resource Bundles

User-Defined  Intents  Q&A  Configuration

Keys (1) q |£| baseUrltokenBased
+ add key 4+ add Language
e eses
default http:/f100.76.157.55:7003,
baseUrltokenBased

< <[]

Login to ODA -> Preview

Conversation Tester - OBDXTrunkRUNIT  oatt-10

Test Suites  Test Run Results
Channel Timezone
SevessTest ” Reset ‘ Webhook UTC +0530:Ac 7

Help me o &
~

Type Here...

Filter by Language of Text

Annotation

N7

You haven't had a conversation with the skill

Type in the Message field to start a conversation and then view details about how the skill is

processing your input.

4-3
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5.1

5. Configuring Channels in ODA

OBDX bot can be configured with Oracle Web, Oracle Android and Oracle iOS channels.

Chatbot widget appears on pre-login page in OBDX Ul where the login is with mobile
number.(OTP or PIN or Soft Token)

For post login, the browser session is automatically used

Web Channel

To configure this channel:

1. Choose Development ->Channels-> Users from the menu. Click Add Channel.

Ehannel name

Description

Optional short description for this channel

channel Type @

Facebook Messenger ..
Page Access Token

Copy from the Facebook app and paste it here

App Secret

Copy from the Facebook app to here

Session Expiration (minutes)

2. Create Oracle Web as the channel type.

Channels (15)

obdx

Sort By
Created Descending
@ osoxAlexa

B/ 0BOX211i05

' oBDX211Android

@) oBDX231Web
@ oBDXWebhook

@) OBDXGSHWEBHODK

0 Scrol o view more

o

OBDX231Web
Channel Enabled @
[ =] Reset Sessians
Route To
OBDX231 oofiskm.10-2000 &
Hame
OBDXZ31Web
Description

Optional short description for this channel

Channel Type
Oracle Web
Allowed Domains @
«
Secet Key
Copy Reset
Channel 1d

Bca9ffe-5405-4412-b58¢-0b33cc 306006

Client Authentication Enabled

o

3. Route the channel to your skill or digital assistant.
4. Switch On Channel Enabled switch
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5. Add above Chatbot URL and channelled in /ui/framework/js/configurations/config.js in oda tag

To remove this chatbot widget
° Remove URL & channelled in above file

¢ Remove the “chat-bot” tag in pre-login dashboard - DIGX_DB DASHBOARD -
DASHBOARDDESIGN blob for anonymous dashboard

5.2 Android Channel

To configure this channel:
1. Choose Development->Channels->Users from the menu. Click Add Channel.

2. Then add Oracle Android as the channel type.

= ) Digital Assistant - Version 25.06 o Help

Users  Agentintegrations DA asAgent  Applications ents tem

Channels (15) OBDX211Android

OBDX211Android i}

AbZe-adb1-ba184a21dd88

3. Route the channel to your skill or digital assistant.
4. Switch On Channel Enabled switch.

5. Note the channel Id. This is required in application configuration. Refer application
configuration guide for more details.

5.3 10S Channel

To configure this channel:
1. Choose Development->Channels->Users from the menu. Click Add Channel.

2. Add Oracle iOS as the channel type.
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Channels (15) OBDX211i0S
Channel Enabled @
[ =] Reset Sessions
obdx o Route To
. OBOX231 triskar-10. 5z &
Crealed Descending v
Name

OBOXZNIOS

@ oBDXAlexa

Description
@ 0BDX211i05 0] 1t it {
OBOX211Androld
Channel Type

0BDX231Web Oracle i05

® oeowebhook

@ OBDXGSHWEBHOOK

o L a5187fdb-d182-4f4-a74d-7050144382df
Cheat Authen et
&
Push Hotifica et @
=

Route the channel to your skill or digital assistant.
Switch On Channel Enabled switch.

Note the channel Id. This is required in application configuration. Refer application
configuration guide for more details.
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5.4 Facebook Channel

1. Create a Facebook account for the Bank. Login to Facebook with credentials.

2. Create a new page.

€« C | @ Secure | hitpsy//www.facebookcom g a o0 0
Pages +Create s Page
0800
2 o

3. Navigate to developer link and create an application as shown below
€ (<N} o oo (8]
faceboale for developer Prodicts  Docs ool BSupport  News  Videos . wy Apps = (2
[

FpS— P —— pr—
. OBDXBot

4. Navigate to dashboard page and note the app secret as it will require in future steps.

5-4 ORACLE



€ C | @ Secure | hitps//developers facebook.com,

B osoxeat Bl ape i0: 1081218921982568 |~ View Anaiytics

*
&

Dashboard

Setiings.

Dashboard

OBDXBot

AP Version App 1D
T 1081218921982568

7B1e5d05b5021eb2cle 1813114697040 Reset

?ﬁ Introducing Messenger As an Ad Destination

Facebook Analytics

Set up Analytics

Facebook Login

Active Login Users  Trend

|

5. Navigate to Messenger > Settings page from left panel and in token generation section select
the page created previously. Note the page access token.

[<]<]

»
S
o

o
(=}

=
G

Increase Traffic to Messenger

Get started

Facebook Logn
Messenger

Token Generation

Vwonooks

App Review for Messenasr
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Create Facebook Channel in ODA

1. In ODA ,click channels in the left panel/menu and then click on users.

Development = ORACLE Digital Assistant ? °

Home

(@ EEN

D

T b AgentIntegrations  DAasAgent  Applications  System
Dig . + Channel RouteTo  OBDX20.1 DRAFT-1 n

o Q @ Channel Enabled O Reset Sessions
Channels
ﬁ v ” Name OBDXFB
) AA DSST GA
Store °
Description Optional short description for this channel
AA_DSST_web X
FCR119 X
I ﬁ 5 gs Channel Type  Facebock Messenger
FCR_119Installer X
z @ Page Access Reset
Down
Token
FCUBS_Channel X
Documentation. o App Secret Reset
@) wukvamcc X
Verify Token  wshbC3InSDkmnNPLbR6UfXDIc)p4nfQP Regenerate
kukuam_oracle_web X
Webhook URL  https://oda-ae2cca311e58405abeBcddi4131b850f-da2.datadigitalassistant.o
ci.oraclecloud.com/connectors/v2/listeners/facebook/channels/760276d6-c
‘B3| OBDX201 x 3c0-460-bdbd-4b757794ebad

2. Next, click Add Channel to open the Create Channel dialog.

3. Choose Facebook Messenger as the channel type.

Create Channel >

* Name | OBDXFB |
Description Optional short description for this channe!
@ Channel Type Facebook Messenger -
* Page Access Token Copy from the Facebook app and paste it here
- App Secret Copy from the Facebook app to here
Session Expiration (minutes) 60 i Default

4. Inthe Page Access Token field, paste the page access token that you generated previously
in the Set Up Facebook Messenger procedure.

5. Inthe App Secret field, paste the app secret that you copied previously in the Set Up
Facebook Messenger procedure and click Create.

6. Inthe Channels page, copy both the Verify Token and Webhook URL and paste them
somewhere convenient on your system. You'll need these to configure the Facebook
webhook.

5-6 ORACLE



RouteTo ~ OBDX20.1 DRAFT- 10 n
@ Channel Enabled On Reset Sessions

" Name OBDXFB

Description Optional short description for this channel
Channel Type Facebook Messenger
© Page Access Token eetesessessesssssscesssesssesesessessesassacseseenasnaasasnanaaennennn Reset
o App Secret NN R R R R R AR RS SRR I EIAEEEEEEEEEE RS R RTEEE Reset
Verify Token wshbC3InSDkmnNPLbREufXDic)pdnfQP Regensrate

Webhook URL https:/foda-ae2cca311e58405abeBcddfd131b850f-da2. data.digitalassistant.oci.oraclecloud.com/connectors/v2/li
steners/facebook/channels/760276d6-c3c0-4f60-bdb4-4b757794ebal

Session Expiration (minutes) 60 b Default

7. Select the digital assistant or skill that you want to associate with the channel. Switch on the
Channel Enabled control to enable it.

Configure the Facebook Messenger Webhook

1. In Facebook Messenger, be sure that you've selected the project that you initially created for
the webhook.

Click Messenger and then choose Settings.
Click Subscribe to Events to open the New Page Subscription dialog.

Copy the Webhook URL that you got from the Digital Assistant Channels page and paste it in
the CallBack URL field in the New Page Subscription dialog.

5. Copy the Verify Token generated by Digital Assistant and paste it into the Verify Token field.

6. Under Subscription Fields, select the messages and messaging_postbacks callback events.
The messages event is triggered whenever someone sends a message to your Facebook

page.
Click Verify and Save.

In the Webhooks section of the Messenger settings, select the Facebook page for your digital
assistant (or standalone skill). Click Subscribe.

57 ORACLE



5.5

Validating configurations

1. Login to Facebook > Navigate to the page and click > Send message

€« C | @ Secure | hitps//www.facebook.com, k = g * -] o Q 0

I T : s om0

Page  Inbox@  Notificatons  Insghs  Publishing Tools Setings  Help +

Createanevent  Createanofer  Viiieanote

Visual posts improve engagement

@) : at =@ Ve responsive
u 138es
ZigBank
Create Page @Usemame , L .
Home S >
posts
= ‘

Potos
snop

Videos

Events This Week

Aout

. +
Community 0 1012 11 seconds.
Manage Promations BUP "o rorrm s

2% Resch oven more ecgie m incia

| &)

i &
Posts ]
. ZigBank
g Get Surteg .
18 TN et B | ety o

2. Click Get Started in the chat window > You should receive welcome message from ODA

3. Enquire about account balance > OTP should be received on the registered email address of
the party in core banking.

= o x W om0 x]

Walcome Back Obd NI Flease provide your Mobile
- : ) Mumbar

Howr can | help you today ?

Just type ‘Help me’ if you
}. nead to know the options
To werify your details, we
nave sent One Time
-“""-"""t e Password on your mobile
Aurmber

Please provide your Mobila . Flease enter the password
. Mumber here

Gan9288246

Alexa Channel

Creating an Alexa skill called Futura Bank along with a Webhook channel lets you chat with a
specific bot.

Add the skill information

Set up a developer account in the Amazon Developer Portal.
1. Openthe Amazon Developer Console.
2. Click on ‘Create Skill’

5-8 ORACLE


https://developer.amazon.com/edw/home.html#/

< c @
Alexa Live 2021

mazon.com /alexa/c le/ask

Don't miss Alexa Live 2021! An interactive, virtual event fo

Register No
Skills Earnings Payments Hosting
Alexa Skills Skill examples  Learn more

SKILL NAME

FuturaBank
English (US)

Custom

View all skills

Resources

eedback X

makers, startups, and business

Settings

STATUS

2021-07-26 @ In Dev

Alexa Skill Insights (Beta)

% ©

whre®

ACTIONS
Check back for more
The insights in this section have
PR L
to improve your skills. We'll have
suggestions for your skills soon.
1-10f1

To Dos

Build a Multimodal Alexa Skill

Learn more (2

3. Enter Futura Bank (or any name that you want to use to invoke this skill) as the Invocation

Name.

< c

@ developer.amazon.com/alexa/console/ask/build/

om/amzn1.ask.skill.b60ef2bb-74a0-4b26-b45

cf/developme n_US/invocation/skill-invoc.

GO kA

@ English (US) ~ ] save Model

CUSTOM

Invocation
» Invocations

Users say a skill's in
> Interaction Model For example, if the
v Assets
> Slot Types (1)

Multimodal Responses Skill Invocation

to pick names th
Interfaces

& Version

3 Build Model

invocation name is "daily horoscopes'

User: Alexa, ask daily horoscopes for the horoscope for Gemini

Name

hat are right for you

M) Evaluate Model

ation name to begin an interaction with a particular custom skill

users can say

futura bank

Endpoint

MODELS

TOOLS

Efrors and Warnings

English (US)

Feedback X

tOAO| A

Terms Docs Forums Blog Alexa Developer Home

4. Add new intent as CommandBot.

5-9
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&« C & developer.amazon.com/zlexa/c uild/custom/amzn.ask.skill.b60ef2bb-74a0-4b26-b45c-a68b 185a54cf/development/en_US/intents o qa ® & » h H

developer console
< Your S FuturaBank Build Code Test Distribution Certification Analytics

Evaluate Model

@ English (US) N E Save Model & Version 3 Build Model

CUSTOM

> Invocations

exa Conversations

atures with oul

pand your atural multi-tu

~ Interaction Model

~ CommandBot

Enable Alexa Conversations | What is Alexa Conversations?

Intents
command

AMAZON Cancelintent
AMAZON Helplntent NAME UTTERANCES sSLOTS TYPE ACTIONS

AMAZON Stopintent
- - Required Edit

AMAZON.NavigateHomelntent ON.Cancellntent

AMAZON. Fallbackintent
Errors and Warnings

t0AOl A
Forums Blog Alexa Dy

English (US) | Feedback X

5. Add sample utterance to it.

&« C @ developeramazon.com/alexa/console/ask/build/custom/amzn.ask skill b60ef2bb-74a0-4b26-bASc-a68b185a54ck/development/en_US/intents/Comma.. @ #r Qg ® & # @

> Invocations

~ Interaction Model

« Intents 6) Intents / CommandBot

A Bulk Edit

and Sample Utterances (1)

com

~ Built-In Intents (5)

AMAZON Cancel +
AMAZON.Helplntent
AMAZON.Stoplntent Comncy il
AMAZON.NovigateHomelntent 1-1ef1
AMAZON Follbackintent
Annotation sets [ Dialog Delegation Strategy
Intent History > Why s this disabled?
Utterance Conflicts (0) -
JSON Editor Intent Slots (1)
v Assets
NAME SLoT TveE MuL
> Slot Types (1)
Multimodal Responses
" d Customstot -

Interfaces

Endpoint

Forums Bl

6. Create custom slot.
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& [¢] & developer.amazon.com/alexa/console/ask/build/custom/amzn1.ask.skill. b60ef2bb-7420-4b26-b45c-a68b 185a54cf/development/en_US/slot-types

cusTom

Slot Types

> Invocations

Slot types define how phrases in utterances are recognized and handied
Conversations, all slots, arguments, response types and variables must be assigned a slot ty

+ Add Slot Type

command NAME

« Interaction Model

~ Intents (6)

v Command8ot

SLOT VALUES

v Built-In Intents (5}

AMAZON Cancelirn

AMAZON. Helpintent

AMAZON Stoplntent

AMAZON.NavigateHomeintent
AMAZON.Fallbackintent
Annotation Sets [
Intent History
Utterance Cenflicts (0) .

JISON Editor

~ Assets

Slot Types (1)

b185a54cf/developme

k/ tom/amzn1.ask.skill. b60ef2bb-74a0-4b26-bd5¢-:

‘build/cus!

out using Slot Types

Custom with values

out using

'en_US/slot-types/Cust...

well as the type of data passed between components. In Interaction Model, all intent slots must be assigned a slot type. In Alexa
pe. Leam nd o Slot Types with Alexa Conversations.

1-10f15lot Types

POADl A

veloper Home

Alexa e

Forums  Blog

af Qo kNG

L mock

cusom

s / CustomSlot

> imvocations

« interaction Mods

Slot Values (2)

~ Commandgat |

command

~ Bulin Intents (5)

AMAZON Concelincert:
N NONYN

AMAZON Helpirtent.

Amazon sespineer
+

AmazoN Follbackintent
+

d0 something
Annotation sers [ )
Intent Histery

utterance Conflicts (0) .
15oN Editer slots Using (CustomsSlot)
o nsare

> slot Types (1

Multimodal Respor

Interfaces

Endpoint

7. Update this CustomSlot in previously added intent.
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¢ C @ developer.amazon.com/alexa/console/ask/build/custom/amzn.askskill b60ef2bb-74a0-4b26-b4Sc-a68b 185a54cf/development/en_US/intents/Comma... @ fr & * @

[ save Mo & Versio K Build Mods 1) Evoluote Mok
Intents / CommandBot / command

Slot Type

Costomsior .

Multi-Value

Can this stot contain multiple values?

8. Click Build Model in Build tab.
9. Update endpoint and add CA.
10. Note the skill ID.

<« C & developer.amazon.com/alexa/console/ask/build/custom/amzn1.ask.skill b60ef2bb-74a0-4b26 -b4Sc-a68b185a54cf/development/en_US/endpoint QA t GO &k *

cusTom

Endpoint

Setup Account Linking for Alexa

1. Goto Account Linking Tab in Alexa console and enable “allow users to create an account or
link to an existing account”.

2. In Security Provider Information select “Auth Code Grant” and set your web authorization Uri
https://<your server url>/digx-sms/v1/authorize and access token URI: https://<your server
url>/digx-sms/v1/token

3. Set scope to “accounts”.
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M) oracte ~ < ceveloperamazon.com

developer console

< YourSkils  FuturaBank Bulld Te: Distribution Certification  Analytics

v Account Linking
i Do you allow users to create an account or link 0 an existing C
accourt Wit you?
MODELS
MONETIZE YOUR SKILL -
Settings
Allow users to enable skill without account linking _J
(Recommended).
PERMISSIONS
Allow users to link their account to your skill from within your - ) _J

application or website

Allow users to authenticate using your mobile application -

Allow users to link thelr account to your skill using voice »

[ oracte ~ ¢ developer.amazon.com

B overvi ] Tramsec

Select an authorization grant type”

Implicit Grant

© Auth Code Grant
Your Web Authorization URI"

Access Token URI"

Your Client ID'

Your Secret’

Your Authentication Scheme

Scope

Domain List

Default Access Token Expiration Time

C + O
{ : . Developar
https:/ fobdxmobiledev.a. pinggy.link /digx-sms/v1/authorize
https:/ fobdxmobiledev.a.pinggy.link digx-sms/v1 /token
2479¢939¢0424voiceastBesfaba3sibs5e1
Enter client secret

HTTP Basic (Recommended)

accounts

payments

Enter default access token expiration time in second

4. Set the client Id for client from client Maintenance page for “OBDXVoiceAstDomain” identity

domain client.

5. Click Edit and set the client secret for the above client which can be generated from the

Client Maintenance Page.
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< h+ ©
wpos: cip o 8284 B2z e [ e Chant Mainten Son Maintor,
ATM & Branch Locator English ~ UBS 145 ~
= Search a inistrator User -
= ipfutura bank . o Q@

Client Maintenance

Client Definition

Clientid 2079e939¢0424v0iceastBestabasobss81
Client Name 0BDXVaiceAstClient
Chent Deseription 0BDXVoiceAstClient

Ident 0BDXVoiceAstDomain

Client Type Confidential Client
Grant Type AUTHORIZATION_CODE
PASSWORD

REFRESH_TOKEN

Ra Normal Oauth

Redirect URL

Rodiroct URL ps://pitanguiamazon il TTBOKWKER

’ https:/alexa.amazan.co.jp/apifskill/link /M2VXLTTBIKWKCR
hitps://layla.amazan.com/api/skilllink/M2VXLTTEOKWKCR

Scope

Resource Server OBOXVoiceAstServer

6. Go to Resource Server Maintenance page and select Identity domain to
OBDXVoiceAstDomain.

7. Edit the Scope Name of SCO2 to “accounts” and Scope Description to “accounts”.

A oracie < Not Secure — 100.76.144.17" o+ B

[  Gustom Rapo 4 sroreaa ey B 22205000 10 Usecjoa (v =] oracl Bankin [ mpsiidocs o Developar Co. Chent Monten. Rescurce Sere

ATM & BranchLocator  English ~  UBSW5 ~

= ipfutura bank Seareh QLD ° Welcome, Administrator User .

Last lagin Tusssay, October B, 2034 st 52805 P india Standard Time

Resource Server Maintenance

Resource Server Definition

Resource Server Neme
0BDXVoiceAstserver

crpto
OBDXVoiceAstServer

Identity Dormain

Scopes

Seope Name & Delete Scope
accounts

Scope Description
accounts

Scope Name @ Delete Scope
5005

Seope Description
Payments

‘ Add Scope |

-1

8. Go to Touch Point Maintenance Page and search for “Voice Assistant Banking” touch point
name.

9. Add “accounts” scope to the list of scopes and add upload your bank logo.

10. Enable Touch point status.
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< Not Secure — 10076144171

Devsioper Co. €D ot s

[y Te——" B o

ATM & Branch Locatar

a ® @ Welcome, Administrator User .

= i@ futura bank

Lastogin Tuesday October &, 2024 at5.38:05 PM ndia Sandard Time
Touch Point Maintenance

Touch Point id

L
ouch Point Name
Vice Assistant Banking !
-
. O Intemal @ External Create and Maintain Touch Point
Client Id
2079693960424voiceastBestaba3oMbS 581 Touch Points are different channels
through which the CBDX services can be
accessed.Touch Points could be internal
Scope like Internet, Mobile, SMS etc and it could
Account Balance Inquiry X also be third party applications Le.
vendor/partners accessing application
Account Details Inquiry X resources provided OBDX user has given
consent to the third party.
Domestic Trnsfers % | Internal Transfers %
International Transfers X | accounts X
Upload Logs T pngtree-rainbow-curves-abstract-

colortul-background-image_2164067jpg

Headless Mode

actor Authentication

n Board Touch Points

Skip F

£ Time Login Flow

“Relel*ok.!

Consent Required

ﬂ m fock

11. Go to role transaction Mapping page and create an external user and add accounts scope.

scure — 100.76.148.171

D oracle ~ €

{0 Userjova

0]

ATM & Branch Locater  Englis}

= (@ futura bank Searct a oo @ Welcome, Administrator User

Lastlogin Tuesday, October B, 2026 31 538,05 PM inda Standard Time

Role Transaction Mapping

Application Role Creation Map Transaction

it
Apphcation Role Name accounts

accounts
Desarigtion

Retail User -
User Type
Touch Point Type © Internal @ External
Scope Name accounts -

... I

Copyright © 2006, 2020, Oracie and ar its aflates. All rights reserved |Securityinformation| Terms and Conditians.

12. Add module “current account savings account”, “term deposit”, “customer servicing” and

“loan”,”payments”.
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M oracle ~ < ot Secure — 100.76.159.134 ©@nh + 0

= ™ FuturaBank Search a D e Welcome, Administrator User

Last login 10/15/24, 12:38 PM

Role Transaction Mapping

o o

Application Role Creation Map Transaction

Perform Approve View Check Release

Help

¥ g Payments

* g Term Deposit

m m fack

13. Set the 'CODE_CHALLENGE_FLAG', 'OPAQUE_ACCESS_TOKEN_FLAG' flags to N in
auth_config table.

update auth_config set prop_value='N' where prop_id='"CODE_CHALLENGE_FLAG";

update auth_config set prop_value='N' where prop_id="OPAQUE_ACCESS_TOKEN_FLAG"
14. Update token_expiry in digx_au table for OBDXVoiceAstDomain domain_id

update DIGX_AU_tokendetail set TOKEN_EXPIRY=600 where DOMAIN_ID='c733dee8-
6e4f-4400-8170-cf7c6ef98165'.

15. Restart the server.
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Create a Webhook channel in ODA

1. Inthe Bot Builder, create a webhook channel for your bot. In the Create Channel dialog, enter
the outgoing Webhook URL as https://bots-samples-nodejs:8889/ext/apps/alexa-
singleBot/singleBotWebhook/messages. This URL is where your bot will send its
responses back to the Alexa Futura Bot skill.

<« C @ idcs-0da-d501204fbcdd496dac7b74d15a590dce-10.data digitalassistant.oci.oc-test.com/botsui/(botld: T4EB5839-5E83-4963-9ABC-64EFBEFATBIA)... & @ # O & M
Channels (1 OBDXAlexa

Channel enatiza @
.
obdxalexa 0

OBDX201 Dranskin.10-z006 & | -
Display Name Ascending -

® oDxAlexa & 0BDXAlexa

Webhook
Paylozd version @

Cenversation Model -

hitps://whf0Debe in oracle com:13000/singleBotiebhook /messages

PemkiEjmefiNZJ8oocMV1QyKhOo9BLYt Reset

https://ides-oda-d501204fbcad496dac ToT4d 15a5%0dce-10 data digitalassistant oci.oc-test com/eonnectors/v2/listeners/webhook/channels /65223 783-86 57-4287-906e-3e3401060

A dx im0 @ 3 v B

Update amzn_appld, channelSecretKey & channelUrl in service.js

Run nodeJS script

node index.js

a
b

c. npminstall
d

e. This must be publicly hosted in https URL.
f

Enter this URL in below screen

<« C @ developer.amazon.com/alexa/console/ask/build/custom/aman.ask.skillb60ef2bb-74a0-4b26-b4Sc-a68b185a54c/development/en_US/endpoint Q% (o & » @

Multimodal Respanses ervice Endpoint Type
interfaces
MODELS o

To0Ls

@ () Budng Mol

2. Inthe Alexa Mobile App

a. Ensure that the skill is visible
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b. Change the language to English US

11:62 oll ¥ @m)

< DEVICE SETTINGS

These settings are only for the Alexa app.

HANDS FREE

Alexa responds to your voice any time you say "Alexa"
when the app is open and in use.

Enable Alexa Hands Free Q

LANGUAGE

English

United States

GENERAL

Colour Theme
System Theme

Sounds

Device Location

Ve Sats Remeonto, ThoaTioln Lon s P UUERATLE FAS Lo L, L Wshea,

IN

Time Zone
India Standard Time (Kolkata)

Measurement Units
Celsius, Kilometres

- o O a =

Home Communicate Play Devices More

11:52 ull ¥ =m)
£ SKILLS & GAMES @ =
Discover Categories Your Skills

Blueprint Dev
Dev v
FuturaBank

“Alexa open hello world”

Sample Short Description

- o 0

Home Communicate

lay

@ =

Device

Link your amazon account for your skill through alexa app.
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5.6

WhatsApp Channel

1. Create a channel of type Webhook.

2. Map the Skill to this channel & enable the same.

Users  Agent Integrations

Channels (1)

whatsapd

Display Name Ascending

@ osoxwhatsepp

3. Obtain the NodeJS script from installer from this path —

DAasAgent  Applicatio

s System

OBDX_Whatsapp
Chanael Enatles ©

on

(] roeTo

OBDXTrunkRUNIT St s 18- 1584 &
Mame

0BDX_Whatsapp

Bescription

Crannat Type
Webhook
Paylosd Versian
Conversation Model
Outgoing weshosk URs ©
‘hitps://oda-adui.onrender.com/bot/message
SecrtKay
203HaaDQREZUVVIISTWwWNYB 7wwidZéu
Webhook URL

https:

Sassion Expiratian (minutes)

1000

“OBDX _Installer/installables/OBDX/BASE/<OBDX patchset version>/chatbot/config/oda-
whatsapp/index.js”

This script resides between WhatsApp Server & ODA.

4. Complete the configurations as given in Sec 3.8 WhatsApp configurations of Alert
Configuration Guide.

© N o u

Run the shared NodeJS script on any public server.

Note the Webhook URL & secret from above screen & update in NodeJS script.

Update the long term WhatsApp token in MYTOKEN variable in the script.

Update the URL in below WhatsApp Console. The verify token is the one used in

“mytoken” variable in script. Update the outgoing webhook URL in ODA channel.

(X Metafor Developers

= App Dashboard

i[p ooachat

{2} Dashboard
Required actions
{8} App settings
C‘JJ App roles

O Alerts

©) App Review

Webhooks

WhatsApp
Quickstart
AP Setup
Configuration
Partner Solutions
Actitylog

i= Activity log

App ID: 907429750315795 App Mode: Development @  Live App type: Business

Quickstart > Configuration

Webhook
o how to configure Webhooks

Callback URL @ Verity token @
- https://oda-adui onrender com/webhook
- Webhook fields @

messages

Permanent token

- Leam how 1o create a permanent token

Phone numbers

You have 0 production numbers and 1 test number

Test account

Delete your business
This wil unlink your application and delete your business portiolo, test WatsApp Business.
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o > NP

6. Configuration in OBDX

This configuration is applicable for WEB/ANDOIRD/IOS channel.
Login to OBDX website with admin user.

Go to Touch Point Maintenance and search for APCHATBOT.
Enable APCHATBOT touchpoint for chatbot to work with OBDX.

For 2fa, enable 2fa Authentication. Enabling this will enable 2fa authentication for
transactions withing chatbot as per authentication type configured for the transaction.

Login 2fa option available are PIN/OTP/Soft token.

a. For PIN, user can login to OBDX website -> Profile Settings ->Password and security -
>Set SMS and chatbot PIN

b. Update the type of authentication required in ODA in fw_config_all_b
select * from digx_fw_config_all_b where prop_id like '%cMobileAuthenticatord’
values are LOCAL- OTP
R_SOFT_TOKEN- HOTP based 2fa
T_SOFT_TOKEN, PIN — TOPT base 2fa

PIN
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7. Standalone WhatsApp/Facebook messenger
integration with OBDX

Bank can also setup WhatsApp without Oracle Digital Assistant in OBDX. In this release, basic
intents are supported

e Help
e Balance
e Recent Transactions

e Upcoming Payments
All the above transactions will have authentication and authorization as in OBDX for a OBDX user.
Login will be performed based on OTP.

Below is the configuration setup:

1. The relevant antifactory for server node application will be available from OBDX installer from this
path:
“OBDX _Installer/installables/OBDX/BASE/<OBDX patchset version>/chatbot/config/digital-
assistant/”

2. Navigate to Facebook Developers Console — WhatsApp Configuration. Add the Webhook
Callback URL and set up the Verification Token to enable webhook integration

Quickstart > Configuration

Webhack
6b App settings - To et alerted when you receive a message or when a message's status has changed, you need to 56t up a Webhooks endpoint for your app. Leas
configure Webhooks

] App roles v Callback URL O

Verify token @

................

Webhook fields @

Messenger % Ficld Version Test Subscribe

= Activity log

3. For setting up node server,
a. Install node using homebrew

b. Then open the path of the folder extracted from the installer package on terminal. This is
be the path where package.json is located.

a. Run “npm install”
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4. In environment variables add the following variables:

a. PHONE_NUMBER_ID: can be fetched from Facebook developer’s console under:
Quickstart > API Setup

b. VERIFY_TOKEN: should be same as one set in Facebook developers console/
WhatsApp configuration

c. PAGE_ID: is your Facebook page ID:

Go to your Facebook Page.
Click on "About" (left-hand menu).

Scroll down to "Page ID", and you will see a numeric ID.

d. CHANNEL: can be set as WhatsApp or Facebook respectively to use any one of the
channels (WhatsApp or Facebook). Only one at a time is supported.

e. BASE_URL: should be a https URL of the environment you want to point to.
f. DEFAULT_HOME_ENTITY: to be set based on requirement in OBDX
g. MYTOKEN: This token is required to send messages via the WhatsApp API.:

Go to Meta for Developers.

Navigate to "My Apps" and select your app.
Under "WhatsApp", go to "API Settings".

Find the "Temporary Access Token" or generate a permanent token via Business
Manager.

Use this token as MYTOKEN in your . env file.

h. PAGE_ACCESS_TOKEN: This token is needed to send messages via the Facebook
Messenger API:

Go to Meta for Developers.

Select your app and navigate to Messenger > Settings.
Under Access Tokens, choose your Facebook Page and generate a token.

Save this token as PAGE_ACCESS_TOKEN in your .env file.

5. After configuring the environment variables, deploy the code and start the application by running
‘node index.js to start the node server.

6. Based on the channel that is set you can now test the chatbot on WhatsApp/Facebook.

[digital-assistant/src/config/messages.json contains all text messages which can be customized.

Note: There is language translation service in between the intent and WhatsApp server.

[digital-assistant/src/services/IntentService.js has mapped intent. These intents can be added in

the array.
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https://developers.facebook.com/apps/907429750315795/whatsapp-business/wa-dev-quickstart/?business_id=630939645200399
https://developers.facebook.com/
https://developers.facebook.com/
https://obdxsvn.oraclecorp.com/svn/clip/trunk/core/devops/CLOUD/IBCS/digital-assistant/src/config/messages.json
https://obdxsvn.oraclecorp.com/svn/clip/trunk/core/devops/CLOUD/IBCS/digital-assistant/src/services/IntentService.js

